EasyDo Digital Technologies

https://easydo.co/job/operational-security-engineer/

Senior Network Security Engineer with French

Description
Empowering our Clients with People-Driven Digital Innovation Across
Europe

We are a Group managing digital IT services and solutions , driven by people,
innovation, agility, and deep industry insight. We are working with the largest private
and public institutions to deliver IT services and solutions.

Being an entrepreneurial digital services group with a Human-Sized Tech
Company, we are built by passionate experts and led by seasoned leaders in IT and
digital transformation.

Responsibilities
e Mission:

We are seeking a highly skilled Network Security Engineer to safeguard and
maintain the integrity of our production infrastructure. This role focuses on
ensuring a secure, compliant, and resilient environment by managing and
evolving perimeter security technologies such as firewalls, proxies, and web
application firewalls (WAF). You'll play a central role in protecting systems
and data against both internal and external cyber threats while supporting
projects and incident resolution efforts.

o Key Responsibilities:Perimeter Security Implementation

o Configure, deploy, and maintain filtering rules across firewalls,
routers, proxies, and WAFs based on approved requests.

o Support the rollout of global and local security policies across
filtering platforms.

o Actively contribute to secure network architecture by managing
flows for applications and projects.

o Operational & Incident Management

o Monitor and manage security incidents within your scope, ensuring
timely resolution and service continuity.

o Investigate technical anomalies or service disruptions, escalating
and documenting as needed.

o Maintain availability, performance, and scalability of security tools,
ensuring full lifecycle management including updates and upgrades.

o Process & Policy Alignment

o Ensure compliance with internal security policies and procedures
such as Firewall Request Management.

o Collaborate with internal security, production, and architecture
teams to align technical controls with business risk requirements.

o Draft and maintain procedures to support consistent operational
execution.

o Vendor and Tool Oversight

o Act as a technical point of contact for vendors providing filtering
technologies.

o Participate in tool configuration, deployment strategies, and
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roadmap planning to mitigate obsolescence and support
automation.

o Security Best Practices & Continuous Improvement

o Advocate and implement cybersecurity best practices.

o Propose and develop enhancements to increase efficiency and
security posture across systems.

o Required Skills & Experience:Strong troubleshooting capabilities
with experience in managing security incidents in enterprise
environments.

o Familiarity with change management and incident tracking tools
(e.g., ServiceNow).

o Ability to contribute to audits, risk assessments, and network
segmentation strategies.

o Project participation in deploying or optimizing perimeter security
infrastructure.

o Exposure to DevOps and Agile methodologies (Scrum, Kanban).

Qualifications

o Technical Stack & Tools Required:Firewalls: Check Point, Fortinet,
Palo Alto

o Proxy Solutions: McAfee Web Gateway

o WAF: F5 Advanced WAF (AWAF), F5 BIG-IP with ASM & APM
modules, Akamai

o Micro-Segmentation: lllumio (large-scale VM deployment)

o Monitoring & Analysis: Wireshark

o Platforms: Linux, Windows, Cloud environments

o Network Access Control: WiFi, NAC, MobiMax / MobiOffice

o Certifications & Frameworks (preferred): Cisco (CCNP, CCIE), F5,
NIST, CIS, ISO 27001

o Profile:Fluent in French (mandatory) and proficient in English
(written and spoken).

o Strong communication and collaboration skills, especially in cross-
functional and multicultural environments.

o Proactive mindset with a continuous improvement approach to
security operations and tooling.

Job Benefits

¢ Competitive salary and the opportunity to have a meaningful job where you
can make a difference

¢ The chance to continuously evolve as a professional

¢ Medical insurance & Meal tickets. Variety of training opportunities

Join Us at EASYDO

With a team of 250 dedicated professionals, we combine technological excellence
with a people-first culture. We

believe in empowering talent, nurturing careers, and building long-term trust with
our clients and our teams

Contacts
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Contact our Talent Team by email to hiring@easydo.co

Or visit our careers portal: www.easydo.co/career
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